Datasheet

Seceon’s aiMSSP is a multi-tier, multi-tenant platform that combines the power of dynamic SOC with the

unparallel advantage of Advanced SIEM and EDR (Extended Detection and Response) solutions from

Seceon to offer defense in-depth cyber security, managed and monitored by MSSP. With all the essential

tools, analytics, dashboards, controls, queries and reports at your fingertips, it enables an elevated security

posture for customers across any sector, ensuring all their digital assets - whether in the cloud, on-premise

or remote workplace — is monitored and protected effectively 24x7.

MSSP onboarding in 1 hour with easy
Entitlements through Users and Roles

Tiled Dashboard with summary KPIs —
Security Alerts and System Alerts

Pre-built templates for Log Archive,
Notification and SSL Configuration

Separation of data, configurations, rules,
reports and assets by Tenant

Forensic search on Raw Logs based on
period-in-time and specific tenant

Additional Threat Intelligence imported (file
based) or ingested via STIX-TAXII interface

MANAGE EXTENDED DETECTION RAPID REMEDIATION

Incidents & Alerts Behavioral Anomalies (ML) Automated Response*
Threat Hunting Advanced Correlation (Al) Alert Based Recommendation
Policy Violations Dynamic Threat Models Semi-automated Response*

Custom Alerts Endpoint Threat Detection Endpoint Quarantine
Provisioning Network Based Detection Network Based Isolation
System Health Vulnerability Assessment

Reporting

Notifications

* Remediation orchestrated
through designated Firewalls,
Network Access Controller
and EDR Server
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Do More with Less

Eliminate heavy lifting with
Automated Threat Detection and
Remediation and serve more
customers with fewer analysts that
would otherwise require hours
and days of tuning (correlation
rules) or manual analysis by SOC.
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\(,Ii| Surplus Value at Scale

Create outstanding value with
comprehensive defense in-depth
solutions from Seceon (aiSIEM/
aiXDR) overcoming silos and
scaling from 10 employee
business to 100,000 employee
enterprise.

Drastically Reduce
CAPEX and OPEX

Reduce Capital Expense and

Operating Costs by 80% through
single unified cyber security
platform for monitoring,
detection, remediation, policy
governance and compliance.

¢} Streamline Operational

&> Efficiencies

Deliver value to customers with
essential tools and dashboard
elements for easy navigation,
cloud security, endpoint
deployment, threat hunting, log
archival and operational oversight.

~7" Grow Your Brand and
’.||||| Business

Leverage Seceon’s Multi-tier
Multi-tenant (Mt-Mt) design core
to expand your business globally
and assume the role of Master
MSSP while applying artifacts of
brand recognition.

info@seceon.com,

sales@seceon.com

BOOTSTRAP AS MISSP PLAYER OR MANAGE
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Platform
Support

MODEL 1

Hosted on
Seceon
Cloud

Supported
by Seceon
Cyber
Threat
Experts*

Handled by
MSSP

Handled by
Seceon

INDEPENDENTLY

MODEL 2

Hosted on
Seceon
Cloud

Managed
by MSSP
SOC
Analysts

Handled by
MSSP

Handled by
Seceon

MODEL 3

Hosted at
MSSP Data
Center/
Cloud

Managed
by MSSP
SOC
Analysts

Handled by
MSSP

Handled by
Seceon

*Bootstrap Phase of 3 — 9 months

Evolve from Model 1 to Model 3
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